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Host vs Network

Host attacks can come over the network, or be mounted entirely
on the computer.

The distinction between host and network based attacks is
basically content.

If the attack can be discovered by looking at headers alone, it is a
network attack.

If it requires investigation of the packet content, or of system logs,
then it is a host attack.
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Denial of Service Attac ks

Denial of service comes in several �a vors:

Denial of use of a machine.

Denial of use of an application.

Denial of use of data.

We will consider several attacks on a host that illustrate these
different kinds of denial of service.
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Web Server Attac ks

Some web servers have been attacked by sending too many
requests, strange requests, or using cgi-scripts that should have
been disabled.

A typical such attack is sending a request consisting of several
thousand '/'s. Some servers go belly up at this.

Another is the distributed denial of service attacks, that send huge
numbers of (bogus) requests, bogging down (or bringing down)
the servers.
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Mailbomb

The mailbomb is like spam, only more so.

The idea is to send thousands of emails.

The emails �ll up the disk, and cause a huge waste of time
deleting them.

These are often sent via an automatic process.

Note that this is different than spam, in the sense that there is no
particular desire to have the mail read, responded to, or even
necessarily received.
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Mailbomb

Mailbombs aim to deny access to email, and can cause legitimate
email to be lost or go unnoticed.
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Resour ce Hogging

Resource hogs are programs that use up the resources of the
machine.

Code Wars was a game in which the purpose was to write
programs that would use up all the resources, until the opponent's
code was unable to execute.

Resource hogs can �ll up disk space, memory, or CPU cycles.
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Resour ce Hogging

They require access to the machine to execute the programs, and
can be defeated, to some degree, by quotas.

They are truly a denial of service attack.
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Malicious Users

The simplest denial of service attack is:

rm -rf *

If one is root, replace “*” with “/”.

This removes everything on the disk.
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Malicious Users

Echoing characters to a user's terminal, renaming system utilities
(mv /bin/ls /bin/dir), �lling /tmp with junk, running programs that
use up all of the available memory, removing user's accounts, are
all ways that malicious users can make life unpleasant.

When any of this is done by (otherwise) authorized users, this is
referred to as the “insider threat” or an insider attack.
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Remote to User

“Remote to User” refers to an attacker gaining access to a
computer from the outside, obtaining a user account.

There are several methods for doing this.

The simplest is to simply steal an account. This can be done by
looking over someone's shoulder while they are typing, or tricking
them into giving you their password.

This is referred to as “social engineering”.
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Remote to User

Actually, the simplest way to gain access is through an account
with no password. Many machines have been shipped with these
“open” accounts.

For example, many early Unix systems were shipped with an lp
account that required no password.
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Social Engineering

Obtaining access to a computer by tricking someone into giving it
to you.

The claim has been made that these have worked.
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Social Engineering

Example:

“Hello, this is Smith, Vice President, Marketing. I need to get
my view graphs off the server, and I've forgotten my
password.”

“Hello, I'm an engineer at Sun Microsystems, and I need an
account on one of your machines to perform an upgrade.
There will be no charge, of course.”
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Mitnic k
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Account Guessing

Knowing something about people can help you guess their
passwords.

One way to get this information is through “dumpster diving”.

Another is social engineering: make friends with them.

Example: kids/spouse/pets names, birthdays, social security
number.

Sometimes just trying a few obvious things will work.
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Account Guessing

How can you detect this?

Look for multiple login attempts. How many times do you mistype
your password? This gives an indication of how sensitive you
should be to multiple attempts.

Don't ignore this. Sometimes it works.

People have gained access to systems by getting lucky this way.

The best defense: strong passwords.
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Snif�ng

A sniffer on a network can see every byte that passes by.

This can allow the attacker to see your password, if you log in
remotely.

This can be defeated by using an encrypted path, such as ssh.

NEVER SEND A PASSWORD IN THE CLEAR.

Never email a password. Always assume that everything you
send that is not encrypted is read by an evil stranger.
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Another Way

Steal the password �le and run crack on it.

Some cgi scripts will let you do this through a web server.

Any password can be cracked, given time.

Suf�ciently good passwords can make this impractical.
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Case Stud y

Farmer and Venema performed the following study in 1993:

They tried to obtain password �les from 656 hosts.

They succeeded for 24 of them.

They tried to crack the passwords.

Common Host Attacks – p.21/72



< > - +

Case Stud y

They got:

5 root passwords.

259 passwords total.

Access to 80% (19) of the 24 machines.

Password crackers are better now.
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Defense

Use strong passwords.

Mix small/caps.

Non alphabetic characters.

Don't use dictionary words (don't rely on foreign languages).

Shadow the passwords (only root has access to the actual
passwords).

Don't store the passwords (one-way hash).

Watch for multiple login attempts.
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Defense Contin ued

Make sure there are no open accounts.

Limit access to those who need it.

Use encrypted channels to access remotely.

Check your cgi-scripts. Don't use any unless you know what they
do.

Check your logs.

Trust no one.
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Trust

Most operating systems were developed in a kinder, gentler world.

They have lots of nice features to make using them easier.

These features can be used to gain access.

For example, a machine can be set up to “trust” another machine.

Accesses from that machine need not provide a password, since
we “trust” them.
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FTP Write

FTP write abuses this trust.

Writing a machine name in a .rhosts �le makes that machine
trusted for rlogin.

Writing “++” means you trust everyone.

Some miscon�gured FTP servers allow one to write in the home
directory.

Other methods are possible, such as sending an email
attachment called “.rhosts” and hope the person reading the
message is really naive.
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Buff er Over�o ws

This is the most common method for gaining user access
remotely.

It relies on a program with a bug, that allows stuff to be put on the
execution stack.

This happens through writing more bytes into a buffer than the
buffer can hold.
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Buff er Over�o ws

When the buffer over�o ws, the over�o w goes on the stack, where
it is subsequently executed.

The attacker arranges the right stuff to go on the stack to provide
a login shell.
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Buff er Over�o ws: example

> buggy “stuff � � � x <01101100> � � � <1001100>”

stuff � � � x
Buffer

01101100 � � � 1001100
Stack

Everything after “x” (the end of the buffer) gets put on the stack. These

binary bytes are then executed.
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Defense

Don't write code that doesn't check for out-of-bounds.

Don't use “gets” and similar library routines.

Unfortunately, you don't write all the code on your machine, so the
above are important and irrelevant, at the same time.

Keep patches up to date.

There is a system that puts special code on the stack to avoid
buffer over�o ws.
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Bottom Line

Buffer over�o ws will be with us for the foreseeable future.

Several methods have been proposed to deal with them.

Time will tell how effective these will be.
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Read the Manual

Hackers read the manuals.

Every system has vulnerabilities, and the more you know about a
system the more likely you are to �nd them.

Example:

Silicon Graphics had a graphical login that allowed you to have
little icons for each user.

It had a help system, for the novice user.

You could print the help, without logging in.
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Example Contin ued

Since printing can be complicated in a networked environment, it
allowed you to type in your print command.

It did not check to see if you had typed a print command.

You could type /bin/csh or /usr/X11R6/bin/xterm or whatever.
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Example Contin ued

It ran as root.

This gave you a terminal with root permission without ever typing
a password. All you needed was access to the console.
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Trojans

A trojan program is one that appears to do one thing but secretly
does another.

We'll see this in a later lecture.

For now we'll consider the implications for remote to user access.

Common Host Attacks – p.35/72



< > - +

Trojans

Here's one way a trojan attack might be mounted:

The attacker sends an email with an attachment (see the cool
screen saver).

When the victim opens the attachment, it really is a cool screen
saver!

: : : which opens a port and allows the attacker access to the
computer whenever the screen saver is running (and maybe the
“screen saver” runs in the background, invisible to the naive user.
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Back Ori�ce

This was a remote system administration tool.

Written by Cult of the Dead Cow.

Allowed the remote system admin full access to the computer.

Also allowed others who knew the secret to access the computer.

The attacker could watch keystrokes, move the mouse, eject the
CD, turn on the microphone and listen, etc.

Net Meeting also provides these abilities, although they must be
explicitly allowed by the target machine (or so they say).
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User to Root

Once an attacker has gained access to a computer, the next goal
is to upgrade the quality of the access.

This means getting root permission.

Of course, if the compromised account already had root
permission, great.

We will look at a couple ways of upgrading to root, assuming you
already have an existing account.
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Buff er Over�o ws

Once again, buffer over�o ws are a cracker's best friend.

Many programs run as root, and if the attacker can get one of
them to over�o w, root access can be obtained.
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Buff er Over�o ws

A host-based ID system can try to detect these attacks via three
basic methods:

Check for very long arguments passed to programs.

Check for unusual program behavior.

Watch for root access that was not the result of a legal
method.
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Race Conditions
The idea of this attack is to trick the system into letting you write to
a root �le , by switching �les on it in mid-open.

For example:

1. Create a temporary �le .

2. Open the temporary �le to write.

3. Between the permission check and the open, switch the �le .

4. Write to the �le .

This is called a time-of-check-to-time-of-use �a w.
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Race Conditions

More detail:

1. Create a temporary �le , /tmp/X.

2. Open the temporary �le to write. The system �rst checks to see if
you have permission, you do (it's your �le , after all).

3. Before the �le is opened, but after the permission check, remove
/tmp/X and make a symbolic link to /etc/passwd.
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Race Conditions

4. The �le is open for writing (the system doesn't notice the switch).

5. Write to the �le .

This allows one to write one's own entry in the password �le .
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Race Conditions

/

/etc/tmp

/etc/passwd/tmp/X

1. Create X in /tmp

Common Host Attacks – p.44/72



< > - +

Race Conditions

/

/etc/tmp

/etc/passwd/tmp/X

2. Access X to write
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Race Conditions

/

/etc/tmp

/etc/passwd/tmp/X

3. Link X to /etc/passwd
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Race Conditions

/

/etc/tmp

/etc/passwd/tmp/X

4. Write to X
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Covering Their Tracks

Once an attacker has root permission, the next thing to do is
cover up.

Erase any evidence from the log �les . Root permission is needed
for this.

Hide any �les transfered in. (Look for �les or directories named
“...”.
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Covering Their Tracks

Change “ls” and “ps” so that they won't report any suspicious �les
or programs. (ie: install trojans for these).

Change “tripwire” or other security programs so that they won't
report any changes.
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Preparing for Revisits

Now, the attacker wishes to be able to return to the computer in
the future, without having to crack it.

Fix the vulnerability that was used so no other attacker can use it
and mess things up.

Add a trojan that allows access. This may be a new program that
opens a port, or a re-coding of a familiar one such as telnet,
rlogin, ssh, etc.
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Preparing for Revisits

Note that the attacker does not add a new user (unless the
attacker is a novice) since this is easily discovered.

The attacker can now come and go without any fear of discovery.
Or so it would seem.
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Defense

Keep security programs (such as tripwire) on removable medium
and check regularly.

Watch for unusual network activity and new open ports (this is
how host-based and network-based ID can work together).

Use multiple security programs to make it harder for the attacker
to disable them all.

Consider using a remote log server.

Apply patches regularly (to make it harder to get in in the �rst
place).
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NIDES

Next-generation Intrusion Detection Expert System

Developed by SRI in 1990s.

Measures various activity levels.

Combines these into a single “normality” measure.

Checks this against a threshold.

If the measure is above the threshold, the activity is deemed
abnormal.
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NIDES Measures

Intensity measures An example would be the number of audit
records generated within a set time interval. Several different time
intervals are used in order to track short-, medium-, and long-term
behavior.
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NIDES Measures

Distribution measures. The overall distribution of the various audit
records is tracked via histograms. A difference measure is de�ned
to determine how close a given short-term histogram is to
“normal” behavior. These measures could properly be treated as
functional data.

Categorical data The names of �les accessed or the names of
remote computers accessed are examples of categorical data
used.
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Measures

Counting measures These are numerical values that measure
such things as the number of seconds of CPU time used (to an
accuracy of about a microsecond). They are generally taken over
a �x ed amount of time or over a speci�c event, such as a single
login. Thus, they are similar in character to intensity measures,
although they measure a different kind of activity.
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Statistics

The different measurements each de�ne a statistic Sj .

These measurements are assumed (constructed to be)
commensurate, and are combined to produce a � 2-like statistic:

T2 = 1
n

nP

j =0
S2

j .
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Statistics

NIDES compares recent activity with past activity, using a
methodology that amounts to a sliding exponential window on the
past.

Thus it is designed to detect changes in activity and to adapt to
new activity levels.
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Intensity Measures

NIDES intensity measures are things like counts of audit records
per time unit.

This provides an overall activity level for the system.

These are updated continuously rather than recomputed at each
time interval.
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Intensity Measures

Many things can be monitored with this basic idea:

Load average.

Number of active processes.

Number of emails received.

Different types of audit records can be tracked separately.
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Distrib ution Measures

The obvious extension of the intensity measures idea is to track
the different types of audit records.

This leads to a distribution (histogram) for the audit records.

Similarly, one could track the sizes of email messages received,
or the types of �les accessed.
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Distrib ution Measures

These too can be updated continuously rather than recomputed.

Distributions are then compared by use of a squared error metric.
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Categorical Measures

These can be things like the names of �les accessed.

They are treated just like distributional measures.

Now each bin corresponds to a categorical, while with
distributional measures the bin can correspond to a range of
values.

The updates are still done continuously.
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NIDES Aler ts

All the measures are combined into the T 2 statistic.

The value is compared with a threshold to determine if the activity
is “abnormal”.

While one might be tempted to make distributional assumptions
about T2, probably a safer method is to set the threshold
empirically.
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NIDES Aler ts

Note that the NIDES idea could be modi�ed to provide “baby
alerts” for each component, with different components assigned
different importance.
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NIDES Notes

NIDES has the advantage that it produces a single, overall
measure of “normality”, which could allow further investigation into
the components that make up the statistic upon an alert.

The problem with this is power: an unusually low value for one
statistic can mask a high one for another.

Common Host Attacks – p.63/72



< > - +

NIDES Notes

The disadvantage of splitting into multiple alerts is that the
thresholds need to be set high (too high?) in order to keep from
being inundated with alerts.
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Expanding the Idea of NIDES

NIDES implements essentially a univariate test.

Ye et al. propose using the Hotelling or � 2 test:

T2 =
n(n � p)

p(n + 1)(n � 1)
(X � X )0S� 1(X � X )

� 2 =
pX

j =1

(X j � X j )2

X j

where X is the mean and S is the sample covariance.

If everything is normally distributed, these have known
distributions.
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Computing Means on the Fly

Means can be updated by a simple formula:

X n +1 =
n

n + 1
X n +

1
n + 1

X n +1

or

X n +1 = X n +
1

n + 1
(X n +1 � X n )

To implement an exponential window on the mean:

X n +1 = X n +
1
N

(X n +1 � X n )

or

X n +1 = X n + � (X n +1 � X n )

The covariance can also be updated on the �y in this manner.

Common Host Attacks – p.66/72



< > - +

A Test

Ye et al used audit data (from the Basic Security Module, BSM, on
Sun's) with the Hotelling and � 2 tests.

The idea was to detect anomalous activity. There were known
attacks in the data, and the two approaches were scored
according to their detection and false alarm rates (a ROC curve).
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Results: Scoring Events
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Results: Scoring Login Sessions
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Comments

The � 2 test performs as well or better than Hotelling's.

This is partial vindication of the NIDES approach (no interactions).

Neither worked well on single events.
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Integrity Checking

Host based intrusion detection consists of two parts:

1. Detect intrusion as it happens (and, you hope, stop it).

2. Detect intrusion after the fact.

Virus checkers are used to scan the �les on the disk to see if they
contain a virus.

Integrity checkers scan the �les to see if they have changed.

OS executables, libraries, etc are not supposed to change (unless
upgraded or patched). If they have, something's wrong.
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tripwire

tripwire computes a checksum (MD5 hash, or similar) for all the
�les you want it to monitor.

Subsequent checks allow you to determine if any of the �les have
been changed.

This is an extremely powerful tool for detecting trojans and
attacker scripts.

Keep both the data �le and the executable on removable media so
that the attacker can't defeat it by replacing tripwire with a trojan.
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