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Network User Pro�ling

Tracking users by their network activity can provide an indication
of suspicious or dangerous behavior.

Network activity involves:

Applications used (web, ftp, telnet, ssh, etc.).

Servers accessed.

Amount of data transfered.

Temporal information.

I do not consider (but could) web pages visited, etc.
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Web Servers Visited

I construct an intersection graph according to the web servers
visited by each user.

The vertices of the graph are the users.

There is an edge between two users if they visit the same web
server (during the period under consideration).

This is computed over the full time period over which the data
were collected (3 months).

We want to be able to group users, determine if users change
their behavior, etc. To determine how much “change” is
signi®cant, we need a model.
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Inter section Graphs

Given a set S of m elements, the random intersection graph
model is as follows.

Each vertex vj selects each element of S with probability p,
resulting in the random set Sj .

There is an edge between two vertices vi vj if Si \ Sj 6= ; .

These random graphs will give us a framework for modeling and inves-

tigating user behavior.
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Inter section Graphs
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Users and Network Traf�c

41 user/host pairs tracked for 5 months. Noted web servers
visited in this period.

For each week and each user ui the set Si is the set of servers
visited.

Obtain a time series of intersection graphs.

Some missing data.

Considered graphs constructed on 1 week of data, with a 1 day
increment.

So each observation shares 6 day's worth of sur®ng resulting in a
highly dependent timeseries.
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Web Server Inter section Graph
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Is This Unusual?

Do users tend to select the same web servers as other users?

First answer: yes.

If we consider selecting web pages from the entire Web, what
is the chance of observing the amount of overlap we see.

Very small.

What if we ®x the universe as those web servers we observe?
Then how likely is it that we'd see this amount of overlap?

This is a kind of (dependent) multivariate hypergeometric
distribution.
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Assessing Signi�cance

To assess signi®cance of having 26 users where each pair has a
web server in common (a clique of size 26):

For each user, draw at random nu from N objects, where nu is
the number of servers visited by user u, and N is the total
number of servers.

Determine the clique number for the resulting intersection
graph.

Count the number that are at least 26.

There were 62/100 in the simulation greater than or equal to 26
(49/100 were exactly 26, with a minimum clique number of 24 and
a maximum of 27).

At this level of granularity (and under this model), we can't say
that users aren't selecting web servers at random.
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Secure Web Server Inter section Graph
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Is This Unusual?

Same experiment.

There were 0/100 in the simulation with clique number greater or
equal to 11.

The maximum was 9, minimum was 6.

This supports that hypothesis that there is some dependence in
the selection of secure web servers (users in an organization tend
to visit the same ones), while this might not be true for normal
web activity.
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Weekly Clique Number s
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Inter section Graphs: Estimation

Given an intersection graph G with associated sets Si .

We want to determine what the original m and p were.

With this, we have a random graph model and we can test how
likely it would be to obtain a graph such as the one we observe,
under the random hypothesis.

Some methods for estimating m and p are suggested by
calculations on the random graph.

We will also borrow some techniques from the literature on
estimating animal abundance.
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Estimation contin ued

One obvious estimate is:

m̂ = j [ Si j

p̂ =
P

jSi j
nm̂

:

This is obviously biased (low in m).

Note: if S = f 1; : : : ; mg then we might estimate m as max [ Si .
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Estimation contin ued

Let

s = size(G)

d = density(G)

It can be shown (Karonski et al. 1999) that

E(s) =
µ

n
2

¶
(1 ¡ (1 ¡ p2)m ):

Set E(s) = s and solve, and we have the optimization problem

m̂ = argmin
m

µ X
jSi j=(nm) ¡

q
1 ¡ (1 ¡ d)1=m

¶ 2
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Estimation contin ued

Given an intersection graph G with associated sets Si .

Mark-Recapture model. Set:

ki = jSi j the number of elements in each set

M i = j
i[

j =1

Sj j the number of unique elements so far

ui = M i ¡ M i ¡ 1 the number of new elements

The likelihood function is:

L =
nY

j =1

µ
M j ¡ 1

kj ¡ uj

¶µ
m ¡ M j ¡ 1

uj

¶
pkj (1 ¡ p)m ¡ k j :
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Monte Carlo Results
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Monte Carlo Results
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Estimates: m
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Comments on m

Before the end of the ®scal year users are drawing from around
1500 web servers.

This appears quite stable within the short period investigated.

The dependence caused by overlapping windows is obvious.

In Nov/Dec the number of web servers appears to be increasing
to 2000.

It may have stablized.

The actual pool of web servers is changing in time.
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Estimates: p
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Comments on p

Similarly to m, p seems to have slightly different values before and
after the beginning of the ®scal year.

There seems to be more noise in the estimates of p than there
were in m.
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Signi�cance Tests

Are users visiting the same web servers?

Consider the intersection of the servers visited by users A and B.

Is this larger than expected?

Hypergeometric distribution.

This allows us to test the signi®cance of the size of the
intersection.

Multiple comparisons correction via Bonferroni (0.05 level).

Since we are making many tests, we need to correct for this.

Looking at user visits collected over a one week period.
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Signi�cance Tests

During this week, eight pairs of users visited more servers in
common than would be expected (p-value < 0.001).

Next we want to consider the time series of graphs.

We obtain a time series of signi®cant edges.

Are these generally the same users?

Consider overlapping one week windows, incremented by one
day.

Keep only the edges that appear in the most windows.
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Signi�cance Over Time: 95th quantile
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Conc lusions

Random intersection models provide a method for analyzing
large-scale behavior of users.

User behavior changes with time.

Users tend to have more in common with each other than the
model would suggest.

This is an extremely simplistic model. Each user should (maybe?)
have their own p. There should be more than one class of web
sites (ubiquitous, common, rare?), so users would have several
(three) probabilities.
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Pro�ling Users on a Host

We want to be able to re-authenticate users on-the-�y .

Given what the user is doing (typing, moving the mouse,
executing programs) can we tell that the user is/is not the
authorized user de®ned by the login?

People have looked at keystroke timing, command lines, mouse
movement, etc.

In a windows environment, window titles take the place of
command lines, so we investigated the utility for authenticating
users based on the pattern of window titles.

We used a simple intersection classi®er (plus variations): how
many titles are in common with previous logins (assumed to be
authentic)?
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Windo w Titles
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Cross Plot
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Simple Inter section Classi�er s

Compute the intersection between the set of titles for a session
and the sets associated with previous sessions.

Classify according to the largest intersection.

Variations:

Weight by time.

Use subsets of titles.

Use ngrams of titles (concatenate titles).
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Results
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Ongoing Work

Authenticate within a session.

Compare only with the login: the system only knows about the
authorized user.

Use estimates of m and p for within-user intersection graphs.

Window the estimates (exponential windows).
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